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Ob6ocHOBaHNE HEBO3MOKHOCTH COONIONCHHS 3allpeTa Ha JOITyCK IpOTPaMMHOTO
obecrieueH s, MPOUCXOASIUEr0 U3 HHOCTPAHHOIO rOCYyaapcTRa, Al Lenek
OCYIIeCTBIEHH A 3aKYTOK 715 o0ecledeHHd roCyiapCTBEHHbBIX U MYHHUITHITABHBIX

HY»)1*

HanmenoBauue 3aka3zyuka

AnvuHHCTpalus JICHHHCKOTO MYHHITHTIAIBEHOTO palioHa
Bonrorpaackoii obnactu

O6BeKT 3aKyIIKH

[Iporpammuoe obecneuenue npoxeu-cepsep Qbik New Zealand
Limited - Wingate Professional 50 concurrent users

QBCTOATEIBCTRO,
00yCAOBIHBAIOIIEE
HEBOZMOXKHOCTD
cobmoaeHus 3anpera

Homnyukr «0» nyHkra 2 Ilopsjika moAroTOBKH OGQCHOBaHUS
HEBO3MOMKHOCTH CODIFO/IEHHS 3ampeTa Ha JA0NYCK NPOTPaMMHOTO
obecnedennd, MPOUCXO/ISIIETO H3 HHOCTPARHBIX IOCYIAPCTB, JJIs
nesrek OCYIIECTBIEHAS 3aKYHOK ISt obecrieyeHuy
TOCYIAPCTBEHHBIX M MYHUIMIATLHBIX HYXA, YTBEPWIESHHOTO
nocragoenenneM Ilpasnrtensciea Poccuiickot Qenepauun o1
16.11.2015 No 1236, a WMeHHO: MporpaMMHOE obecreueHue,
CBEIEHHS O KOTOPOM BKIIOUCHB] B peecTp M KOTOpoe
COOTBETCTBYET TOMY JK€ KIaccy MporpaMMHOro ofecneyeHns,
YTO W TIporpaMMHoe obecliedente, MNaHHPYeMOe K 3aKyrike, 1o
CBOUM (YHKITHOHATBHBIM, TEXHHUYECKHM H (unu)
IKCIUTYaTAIIHOHHEIM ~ XapakTEPHCTHKaM  HE  COOTBETCTBYET
YCTAHOBJTICHHBIM 38Ka3YMKOM TpeCOBaHHUSM K TUTAHHPYEMOMY K
3aKyTIKe TIPOrpaMMHOMY 00ECTICUEHHIO.

Krmacc mporpaMmuoro
obecTieyeHus

02.13 «Cpencrra obecnedeHust HHPOPMALHOHHON O€3011aCHOCTHY

Tpebosanus K
bYHKUHOHAIBHBIM,
TEXHUYECKUM U
DKCTLTYaTalld OHHBIM
XapaKTepUCTHKaM
NpOrpaMMHOTO
obecmeyeHus,

ABIAOIIETOCS 0OBEKTOM

3aKYIKH

[IporpammHoe obecrieueHne mpoxcu-ceprep (nanee - [10) momxHO
COOTBETCTBOBATE CNEAYIOMINM QYHKIHOHAIBHBIM, TEXHHYECKHM H
SKCTINYATAIIMOHHHIM TpeOOBaHHAM:

a) 110 noymxno obecneuuBark paboTy B Cpejle ONEPAlHOHHBIX
cHCTeM ceMelicTBa Microseft Windows;

6) I1O momxHO ORITE PACIIHPEHO PYHKUUAMH ITOYTORBOTO CepBEpa
U TOJHOPYHKIIHOHANIBHOTO MEXCETEBOTO 3KpaHa, KOTOPBIH
nozeonsier noaxkmounTe JIBC k HMeTEpHET, MCnone3ys OAHH
moaem wiu [P anpec;

) lpoussomurens 11O NOMKeH MpenocTaBasTs GECINaTHYIO
THUEH3HIO ISt 0JIHOBpeMeHHoM paboTe! 10 10 nosezorartenei;

r) [TO gomxHo noagepxHBarh Texuonorid Proxy, NAT u LSP;
1) ITO momxno nopaepxubath nporoxosisl HTTP, FTP, NNTP,
SMTP, POP3;

e) 1O 10mkHO moaNepKUBATE NOIKITKOYECHHE BCTPOSHHOTO
AHTHBUPYCHOTO MOIYNA TS TPOBEPKH BXOAALIEro Tpaduka "Ha
nery";

#) 11O nomxHO mopaepkuBaTh HHTETPAlMIO PA3HBIX THITOB
ceTeH, yaanennoe aJIMUHHCTPUPOBaHKE, HHTErpaito 6a3 JaHHBIX
H napoiei NT;

3) [1O nomxHO MOAIEPKUBATE MHOKECTBEHHBIE MTPOKCH,
nepeanpecaltiio K XBOCTOBBIM CEpBepaM, COSIMHEHHE TI0
TpeOOBAHHI), MOHHTOPHHT TpadhMKa;

w) [10 nomkuo nogaepxxrBate ceprepst DHCP / DNS, AOL
COEIMHEHN, Kacka (Hoe BKIodeHne NAT, MOHHTOpUHT
coennkennit WGIC, SMTP npokcu-cepBhe, ayTeHTHHUKALHLO
MOJIL30BATENCH.




CoorsercraHe
GYHKIHOHATLHBIX,
TEXHHYECKUX U (MIIH)
3KCHHy3.TaHHOHHBTX
XapaKTePHCTUKH
IPOTPaMMHOTO
obecrieucHus1, CBEICHUS O
KOTOPOM BKJIKOYEHBI B
peecTp TpeboBaHUAM

1. Traffic Inspector Enterprise
a) 110 obecneyusaem pabomy B cpejie ONEPALMOHHBIX CHCTEM
cemetictBa Microsoft Windows;
0) 11O me pacwupeno GyHKUMAMH TOYTOBOTO CEpBEpPA H
NOJHOQYHKIIMOHATIBHOTO ~ MEXCETEBOTO  3KpaHa,  KOTOPBIH
no3soyigeT noAxmounTs JIBC k HMHTepHeT, HMCHIONB3ys OIHH
moaem i [P agpec; _
B) [Ipoussonutens [10 xe npedocmasnsem Gecninaruyio
JULEH3HIO 1UT OTHOBpeMeHHOH paboTel 1o 10 nonezoBaTesel;
r) [1O nodoeporcugaem texunonoruto Proxy, NAT u LSP;
1) Honnepxxa mpotokonos HTTP, FTP, NNTP, SMTP, POP3 ne
Q0KYMENMUPOSAHA,;
e) 10 nodoepoicusaem noaknOYeHUE BCTPOCHHOTO
aHTUBHMPYCHOTO MOAYIJIS JUlsl IIPOBEPKH BXOALIEro Tpaduka "Ha
Ty
k) [1O nodoepacusaem wHTErpauyio pa3HbIX THIIOB CETEH,
yIaIEHHOE aAMUHACTPUPOBAHNE, HHTETpaIlkIO 6a3 NaHHBIX U
naposieir NT;
3) I1O nogdepoicusaem MHOXKECTBEHHBIE MPOKCH, NTEpeapecalnio
K XBOCTOBBIM CE€PBEPAM, COETHHEHHE 10 TPEOOBAHHIO,
MOHHTOPHHT Tpaduka;
u) llogmepxkka cepsepoB DHCP/DNS, AOL coenuneHwus,
xackagroro pxmoueHus NAT, moruropunra coenunennit WGIC,
SMTP npoxcu-cepBuc, ayTeHTHOUKALMHM T[ONb30BATENEH He
OOKYMEHMUPOBAHA.

2. Traftic Inspector FSTEC
a) 11O obecnewusaem pabomy B cpele ONEPALUOHHBIX CHCTEM
cemeiictea Microsoft Windows;

6) IO me pacwupeno GYHKUHMSIMH TOYTOBOIO CepBepa M
MOMHO(YHKIIMOHATBHOIO ~ ME@XKCETEBOTO  JKpaHa,  KOTOPBIH
no3sosisier noakmounts JIBC k MHTepHeT, Hcnonbs3ys oOIHH
Moxnem umu [P anpec;

B) IIpoussomgurens [10 ne npedocmasnsem GecninarHyio
JMIEH3HIO JUIsl OJHOBpeMeHHOH paboTel a0 10 nosezosarenei;

r) I[1O noddeporcusaem texuonoruio Proxy, NAT u LSP;

n) [lognepxka nmpotokonos HTTP, FTP, NNTP, SMTP, POP3 ne
QOKYMEHMUPOBAHA,

e) 11O nodoepacusaem nonkIOYEHHE BCTPOEHHOTO
AHTHBUPYCHOTO MOJIYJISI JUTS TIPOBEPKH BXOAALIEr0O Tpaduka "Ha
nery"; ;

k) T10 noodepoicusaem WHTETPAIMIO PA3HBIX THUIIOB CETEH,
yIaJeHHOe aIMUHHCTPHPOBAHKE, MHTErpallviO 0a3 IJaHHBIX U
napojieit NT;

3) [1O nododepoicugaem MHOXKeCTBEHHBIE TPOKCH, Nepeaipecannto
K XBOCTOBBIM CEPBEPAM, COEAMHEHHE 110 TPEOOBAHUIO,
MOHHTOPHHT TpadHuKa;

u) ITloanepxka cepeepoB DHCP/DNS, AOL coeauHenus,
kackanHoro BkimoueHus NAT, morutopunra coequnennit WGIC,

SMTP mpoxcu-ceppuc, ayTeHTHHKAIMM NOJIB30BATENEH He
OOKYMEHMUDOBAN.
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3. Traffic Inspector Gold
a) [IO obecneuusaem pabomy B cpene ONEPALMOHHBIX CHCTEM
cemeiicta Microsoft Windows;

6) IO ne pacwupeno OGYHKUMAMH TOYTOBOIO CEpeepa H
NONHOQYHKIMOHATEHOTO  MEXKCETeBOTO  3KpaHa,  KOTOpEIi
no3ponsgeT noakmoudts JIBC k MHTepHeT, ucnonb3ys oawH
monem uiH IP ampec;

B) [Tpoussonutrens [10 ne npedocmasrgem HGecnnaTuyio
JHMICH3HIO 1718 ONHOBPEMEHHOM padoTe! 1o 10 monms3oBarteneit;

r) 110 neodepoxcueaem texuonoruio Proxy, NAT u LSP;

) Honaepxxka nmporokonos HTTP, FTP, NNTP, SMTP, POP3 re

OOKYMEHMUPOBAN,

e) 1O nodgepicusaem NOAKMOYEHHE BCTPOSHHOTO
AHTHBUPYCHOTO MOIYJs JUTS IPOBEPKH BX0AFLIETO TpadHka "Ha
nety";

#) [1O noddepocusaenm VHTErpallO Pa3HLIX THIOB CETCH,
yAANEHHOE AIMHHHCTPUPOBAHHWE, HHTErpanuio 0a3 AaHHbIX |
napouieii NT;

3) 110 noodepocusaem MHOKECTBEHHBIE TIPOKCH, ITEPEaPECaLn0

K XBOCTOBBIM CEpBepaM, COeANHEHHE 110 TpebOBaHHIO,
MOHHTOPHHT Tpaduka,

u) Iloanepxka cepeepor DHCP/DNS, AOL  coenvnenus,
KackagHoro BKMoucHAS NAT, mMoHuTOpHHTa coequHenndl WGIC,

SMTP mpokcu-cepBHC, ayTeHTHMGhHKaLlMH [10Jb30BATENCH He

GOKYMEHMUPOBAH].

4. IiporpaMMHBIH MexkceTeBOH 3kpaH ViHTepHeT KOHTpOME

Cepaep
a) 11O obecneyugaem pabomy B cpeiie ONEPAUMOHHBIX CHCTEM
cemelicTra Microsoft Windows;

6) 1O ne pacutupero QYHKIHSIMH TIOMTOBOTO CEpPBEpa H
TONMHOQYHKITHOHABHOTO ~ MEXKCETEBOTO  3KpaHa,  KOTOPBIH
nossossieT noakmounth JIBC K Hurteprer, ucnionksys onwH
mMomem uimm IP anpec; L

B) IIpoussoaurens I10 ne npedocmasisem BeCTIIATHYIO
THIEH3HKO U OZHOBpeMeHHO# pabote! mo 10 monpzoparteneii;

1) 11O noddepacugaem rexuonormio Proxy, NAT u LSP;

) Ioanepxxa nmpotokosios HTTP, FTP, NNTP, SMTP, POP3 ne

OOKVMEHMUDOGUANH,

e) 11O nogdodepacusaen MONKIIOUECHHE BCTPOCHHOTO
AHTUBHPYCHOTO MOZYNA JUIS TPOBEPKH BXOIAUIErO Tpadhuxa "Ha
mery';

K) 110 noooepaicusaem MHTETPAIIHIO Pa3HLIX THIIOB CETEH,
yIANCHHOE AIMHHUCTPUPOBAHNE, HHTEerpalnio 6a3 TaHHbIX 1
naponei NT;

3) [1O noddepoicusaem MHOKECTBEHHBIE POKCH, NIEPEAAPECALIHIO

K XBOCTOBBIM CEepRepaM, COeIMHEHNE Mo TpeDOBaHUIO,
MOHHTOPHHT TpagukKa,

n) llognepxxa cepeepor DHCP/DNS, AOL  coeanHenwus,
Kackanuoro BnovyeHus NAT, MorrTopuHra coennHennd WGIC,

SMTP npokcHu-cepsrc, ayTeHTHGHKAIMM TIONB30BaTENEH He

QOKYMEHMUPOEAHA.




5. Illmo3 6ezonachocty Ideco ICS
a) 1O ne obecnevusaem pabomy B cpelie OTIEPAIIHOHHBIX CHCTEM
cemelictBa Microsoft Windows;
6) IO He pacwupeno OQYHKIUAMH TIOYTOBOTO CepBepa H
NOJHOQYHKIIHOHATBHOTO ~ MEXKCETEBOI'O  JKpaHa,  KOTOpbIH
nospongeT noaxkmounte JIBC k MHTepHer, wucronb3ys oIuH
MojeM wi 1P anpec;
B) IIpomssoaurens 110 re npedocmasnsem Hecnnatayro
TMIEH3HMIO JJIst OTHOBpeMeHHOH paboTs! 1o 10 monas3oBartened;
1) I1O nooddeporxcusaem texuonoruto Proxy, NAT u LSP;
n) llonnepxka nporokonoe HITP, FTP, NNTP, SMTP, POP3 ne
QOKYMERMUPOGAHA,
e) I1O noddepowcusaem NMONKIIKOHEHHE BCTPOSHHOTO
AHTHBUPYCHOTI'O MOIYIIS JUISl MPOBEPKH BXoAsero Tpaduka "Ha
nery";
%) 11O ne nodoepoicueaem WHTErpallMio pa3HbIX THUIIOB CETEH,
yIaJIleHHOE aIMHHHCTPHPOBAHHUE, HHTETPALMIO 043 TaHHbBIX H
naponei NT;
3) I1O noddepoicusaem MHOXKECTBEHHBIE MPOKCH, NTEPEATPECALINID
K XBOCTOBBIM CepBepaM, COeIMHEHUE M0 TpeOOBaHHIO,
MOHHTOPHHT TpadmKa;
u) Tlomnepxkka cepsepor DHCP/DNS, AOL coeauHeHus,
KackagHoro BkmoueHus NAT, Mouutopunra coenunennii WGIC,
SMTP mpokcu-cepBuc, ayTeHTH(QUKALMH [ONb30BaTEleH He
QOKYMEHMUPOBAHJ.

6. Iporpammuslii koMmitexke "Marteprer-nuos Ideco ICS 6

GCTOK"

a) [10 we obecnevusaem pabomy B Cpee ONEPALHOHHBIX CHCTEM
ceMelicTea Microsoft Windows;

6) IO ne pacwuperno GYHKUMSIMH TIOYTOBOTO CepBepa M
NOMHODYHKITMOHANIBHOIO  MEXKCETEBOro  JKpaHa,  KOTOpBIH
no3soster nonkmounTk JIBC k HMHTepHer, ucmone3ys oJMH
mozeM uiu 1P ampec;

B) [Ipoussomaurens 1O ne npedocmasrsem GecnnaTHyrO
NMULIEH3HIO A8 0AHOBpeMeHHOH paboTe! 1o 10 mons3oBaTenei;

1) [10 noddepoicusaem texuonoruto Proxy, NAT u LSP;

1) HMoanepxka npotokonos HTTP, FTP, NNTP, SMTP, POP3 we
QOKYMEHMUPOBARA,

e) 110 noddepocueaem NOAKIOUEHHE BCTPOSHHOTO
AHTHBHPYCHOTO MOJYJIS JUIsl TIPOBEPKH BXoJsero Tpadrka "Ha
nety";

k) I1O ne noddepoacusaem AHTETPALIMIO pa3HBIX THIIOB CETEH,
yJaTeHHOE aIMHHHCTPHPOBAHHE, HHTETpallkio 6a3 JTaHHBIX H
naponed NT;

3) [1O noddepacueaem MHOKECTBEHHBIE TIPOKCH, NEpeajipecaluio
K XBOCTOBBIM CEpBepaM, COeTHHEHHUE M0 TpeOOBaHHIO,
MOHHUTOPHHT TpaduKa;

u) lIlomnepxka cepsepor DHCP/DNS, AOL coenuHeHus,

KackanHoro Bmouenus NAT, moauTopunra coemunennit WGIC,
SMTP mnpokcu-cepBHC, ayTeHTH(QMKAIMM TOJb30BaTeNiel He
QOKYMEHMUPOBAHA.
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7. Mesxkcerenol IKpaH c DaCIUUPEHHOR
PVHKIHOHAIBHOCTLI),  KOMMYHHKAIIMOHHBIA  meHTp HMBK
KOJBYYT A-K

a) 110 ne obecnevugaem pabomy B Cpelie ONEPAHOHHBIX CHCTEM

-ceMmelicTBa Microsoft Windows;

0) 110 pacwupeno OYHKIMAMH TIOUTOBOTO  cepBepa H
NONMHO(QYHKIHOHAILHOTO — MEKCETEBOTO  JKpaHa,  KOTOpbIH
nmo3gonfeT noigkmounTk JIBC Kk HMHTepHeT, HCmoOnme3ys OAHH
Mozem i IP aapec;

B) [Ipoussonurens 1O He npedocmasnaem GecnnaTHyio
JIUUEH3AIO WU OAHOBpeMeRHoH paboTe! 10 10 nmonp3oBarenei;

1) [1O noddepoacueaem Texyonoruw Praxy, NAT u LSP;

) loanepxka mpotoxono HITP, FTP, NNTP, SMTP, POP3 ne
OOKYMEHMUPOGGHA,

e) 110 noodepocusaem NoAKNIOYSHNE BCTPOCHHOTO
aHTHBHPYCHOTO MOAYS IUIS TIPOBEPKH BXOIAILETO Tpadrka "Ha
aery";

K) T10 ne nodoepoicusaem MHTETPALIMK) Pa3HBIX THIIOB CCTEH,
YJANEeHHOE aAMHHHCTPHPOBAHUE, HHTETPALHIO A3 TaHHBIX U
naponeit NT;

3) 11O noddepocusaem MEOXKeCTBEHHBIE TPOKCH, NIEpeaipecanuto
K XBOCTOBEIM CEPBEPAM, COSAMHEHHE 0 TPeGORBAHNIO,
MOHHUTOPHHT TpapHKa;

) [loamepxkka cepsepo DHCP/DNS, AOL coeauHeHus,
KackanHoro exiiouenuss NAT, Monutoputra coenwnennit WGIC,
SMTP unpokcu-cepRUC, ayTeRTHQWUKAUMW noib3oeatenei He
OOKYMEHMUPOGAHA. p

8. Mexcereroli sxpan KOJIBYVI A

a) [1O ne obecneyusaem padomy B cpelle ONePalHOHHBIX CHCTEM
ceMetictBa Microsoft Windows;

0) 11O pacwupero QYHKUMSIMH FOUTOBOTC  CEpBEpa M
HONHO(PYHKIHOHAIBHOTO  MEXCETEBOT0  DKPaHa,  KOTOpBIH
nossomder nomnouants JIBC k MHTepHeT, HCOOmb3ys OauH
Monem wiu [P agpec;

B) [pousBonurens IO e npedocmagasiem OecriNnaTHYHO
JIMIEH3HIO JUIH OQHOBPEeMEHHOH pabotel 1o 10 nmone3zoBaTeneit;

1) I1O noddepocusaem texronoruio Proxy, NAT v LSP;

) llognepxka npotokosioB HITP, FTP, NNTP, SMTP, POP3 we

QOKYMEHMUPOBAH,

e) T10 noddeporusaem NOAKAIOUEHHE BCTPOCHHOTO
AHTHBHPYCHOIO MOAYINS AJIA [IPOBEPKM BXO/AIIEro TpadHka "Ha
nery";

) 1O He noddepoicusaent WHTErPALMKO PA3HBIX THITOB CETEH,
yJaJicHHOE aIMHHKACTPUPOBAHNE, HHTETPALIMIO 043 JIAHRBIX U
napoJieit NT;

3) [1O neddepocusaem MHOKECTBEHHBIE TPOKCH, MEepeagpecariio
K XBOCTOBBIM CepBEpaM, COeIMHEHNe 10 TpeGOoBaHUIO,
MOHHTOPUHT TpaduKa,

n} Tlopmepxxa cepsepeB DHCP/DNS, AOL  coecnunenns,
kackaanoro BkmoveHus NAT, Mouutopunra coepuneruit WGIC,

SMTP mpokcu-cepBHC, ayTCHTH(HHKAUHH TONB30BATENCH He
QOKYMEeHMUPOBAHA.




Ha ocHoBaHMM TPOBEIEHHOTO CPaBHHUTEIBHOTO aHalu3a COOTBETCTBHS IPOrpaMMHOI0
obecrieyeHus MPeACTaBICHHOTO B ENMHOM peecTpe pOoCCHIICKUX MpOrpaMM ISl dMEKTPOHHBIX
BBIYMCIUTEIBHBIX MAallMH M 0a3 JaHHBIX (zaigee — Peectp) TpeOOBaHUAM YCTAHOBJIEHHBIM
3aKa34YMKOM YCTAHOBJIEHZ HEBO3MOXKHOCTb MCIIOJNB30BaHUsl [IPOrpaMMHOI0  obecriedeHHust
npencTaBIeHHoro B Peectpe.

*Obocnoeanue cocmasneno 6 coomeememeuu ¢ «llopadkom nod2omoeku 000CHOGAHUS
HEeBOIMOJICHOCIU — CODAI00eHUs  3anpema HA  O0NYCK — NpOcpaMMHO20  obechevenus,
NPOUCX00AUe20 U3 UHOCMPAHHBIX 20CY0apcme, Oas yeneli OCYuecmeienus 3aKynok o0as
obecneuenus 20CYOapPCMBEHHBIX U MYHUYUNAILHBIX HYJICOY, YMEEPHCOCHHBIU NOCMAHOEIEeHUEM
IIpasumeavcmsa Poccutickou @edepayuu om 16 Hoabpa 2015 2. Ne 1236.

HavanbHuK oTaena WHOOPMAITHOHHEIX TEXHOJIOTH
aJIMHHHCTpalMK JIeHHHCKOTO MYHHIIUNIATBHOTO palioHa q

Bonrorpazackoit obnactu I0.A. ApxaHos



